BO GIAO THONG VAN TAI CONG HOA XA HQI CHU NGHIA VIET NAM

CUC HANG HAI VIET NAM Poc lap - Tw do - Hanh phuac
S6: 3863 /CHHVN-KHCNMT Ha Noi, ngay 19 thang 8 nam 2024
Vv canh bao céc 16 hong bao mat thang
8 nam 2024.
Kinh gui:

- Cac don vi truc thudc.
- Cong ty TNHH MTYV Thong tin di¢n tir hang hai Viét Nam.

Cuc Hang hai Viét Nam nhan dugc thong tin canh béo tir cac co quan chire
nang lién quan dén chién dich tin cong mang duoc thuc hién boi nhdém tan cong
APT MirrorFace. Muc tiéu cua nhém MirrorFace 14 cac to chire chinh tri, cac vién
nghién ciu, nha san Xuat,

Pé bao dam an toan thong tin, an ninh mang cho Hé thong cong nghé thong
tin cua Cuc Hang hai Viét Nam va cac don vi truc thudc, Cuc Hang hai Viét Nam
yéu cau Cong ty TNHH MTV Thong tin dién ttr hang hai Viét Nam va cac don vi
tryc thudc chu dong thuc hién cac bién phap sau:

1. Kiém tra, ra soat hé thong thong tin dang str dung c6 kha nang bi anh
huong bai chién dich tan cong trén. Chu dong theo ddi cac thong tin lién quan dén
dén chién dich nham thyc hién ngin chin, tranh nguy co bi tan cong.

(Théng tin chi tiét vé chién dich tdn cong tai phu luc kém theo).

2. Tang cudng gidm sét va san sang phuong an xtu ly khi phat hién c6 dau
hiéu bi khai thac, tin cong mang; dong thoi thuong xuyén theo déi kénh canh bao
Clia cac co quan chitc ning va cac to chic vé an toan thdng tin, an ninh mang dé
phat hién kip thoi cac nguy co tan cdng mang.

Truong hop can thiét, lién hé véi Trung tm Cong nghé théng tin - Bo Giao
thong van tai (ng Duong Pinh Trung - sé dién thogi 0985366388) va cac co quan
chtic nang vé an toan, an ninh mang dé duoc hd tro xu ly.

Cuc Hang hai Viét Nam yéu cau cac don vi trién khai thyuc hién./.

Noi nhdn:
- Nhu trén;

- Cuc trudng (dé b/c):
- Luu: VT, KHCNMT.




Phu luc
THONG TIN CHI TIET VE CHIEN DICH TAN CONG
1. Thong tin chi tiét vé chién dich tan cong ciia nhém APT “MirrorFace”

Gan day, da phat hién va ghi nhan chién dich tan cong trén khong gian mang
ctia nhom tan cong MirrorFace nham vao cac to chuc tai chinh, vién nghién ctu
va nha san xuat. Nhém da thuc hién khai thac cac 16 héng an toan thong tin trén
san pham Array AG va FortiGate nham phat tan ma doc NOOPDOOR.

Ma doc NOOPDOOR la mét shellcode dugc gai vao trng dung hop phap trén
hé thdng va c6 hai bién thé dudi dang file XML va .DLL. Ca hai bién thé nay chi
khac vé budc xam nhap va giéng nhau vé chirc ning, cho phép nhém MirrorFace
thiét lap két ndi théng qua cong 443, cong 47000 dé tai xudng file, thuc thi cau
Iénh,...

Sau khi phat tin ma doc trong chién dich tan cong, nhém nay thyc hién cac
hanh vi trai phép nhu: truy cip vao noi luu trir théng tin xéac thuc cua hé thdng
mang, phat tan ma doc toi cac thiét bi khac trong mang cuc bo; thuc hién cac hanh
vi theo ddi, trich xuat thong tin nguoi ding. Ngoai ra, MirrorFace con sir dung
cong cu GO Simple Tunnel trong chién dich. Dé tranh bi phét hién, nhom ddi
tuong da khai thac MSBuild dé thuc thi file XML chira ma doc; ghi de dir liéu
doc hai lén registry cua file; chinh stra timestamp; thém luat vao tuong lira hé
théng dé cho phép ma doc duoc két ndi téi cac cong nhat dinh; an di cac dich vu
duogc kich hoat; x6a di ghi chép cua Windows Event; x6a file ma doc sau khi khai
thac. Chién dich sir dung ky thuat DLL side-loading va khai thac MSBuild dé thuc
thi ma doc trén hé thong.

Céc don vi €0 thé tai xubng cac ma I0C tai: https://alert.khonggianmang.vn/
Duwo6i day 1a mét s6 ToC lién quan dén c4c tan cong gan day
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2. Tai liéu tham khao

https://blogs.jpcert.or.jp/en/2024/07/mirrorface-attack-against-japanese-

organisations.html
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